
M.5. Marlene R. Dortch 
S cc reta r y 
Federal Communications Comrnissbn 

Washington, D.C. 20S54 
445 1 P  Street S.JV. 

RE; Global Crossing Tclccoinmanfca~ons, Inc, and 
Unifcd Stvtes Aftiliateb Entities 

CwtZficRtian of CPNI Filing (February 6,2006) 
EB Docket Kas. 116-36, El3-M-TC-lO4fl 

Dear Secretary bortch: 

Purwmt to the Commission's Public Kotices issued January 30,2006 and Fe-bruary 2, 
2006 in the above-captioned proceedingss, thc attachcd CPh7 Compliance Certification i s  
snbmittcd 011 behalf of GIobn1 Crossing Telccommunicrltions, Inca and United States 
Affiliated Entities. 

If you haw qucstions regarding this filing, please- contact the undersigned at 973-937- 
0243. 

Sincmelv, 

Vicc President, Regulatory Affairs and S e ~ i i r i t y  Officer 



CPMI COMPLIANCE CERTIFICATION 
Global Cmssi-ng Telecommunications, Inc. 

and United Stades hffmlintecl .Entidies 

1. Pursuant to scct jm 64.2009{c] sf the rules and regulations of the Federal 

“Global Cwssiiig’’) is in rnatcrial compliance with the Commission’s r t k s  and 

regulations governing the me and disclasore o f  customer propriehTy network infomation 

(“CPNI”), 47 C.F.R. Sa t ion  64, Subpart U [$$~64.2001-64.2009). 

2. This certification covers the most recent annual period - Janimy 1, 2035 

through December 31, 2QO5 - md is based upon the reasonable diligence of the 

undersigned officer, including a review of thc policies and procedures of‘ Global Crossing 

3. The balance of this; certification constitutes a statement cxplaiamg h w  

Global Crossing’s ogcratkng procedurcs generally M l A h i r t  that Global Crossing is in 

material compliance with the Commission’s CPNl regulations. 

4. Global Crossing does not ofIw commcrcial mobile radio services, Glrsba? 

Crossing does offer local and inkmdismge servtccs. Where a customer subscribes m 

bot11 categories of semicc (local and interexchange), GlobaI Cmssjng is permitted te use 

that custDmefs CFNI to marker additional services in those categories to such customer. 

Gbbnl Crosshg North American Networkscs, Inc., Gbbal CrassinE Bandwidth, Inc., 
Budget Call h n ~  Distance, h2, Global Cmwing Local Services;, Inc., Glubal Crossing 
Telernan#gcmmr, Inc and Global &assing Tckrnanagemcnt Virginia, LLC. 
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Where B customer subscribcs TQ only one category of sremice (typically, interexchange 

hecause Global Crossing does not offer local sen4c.e as 8. stand-alone scrvice offering 

although it dnes have an extremely 'limited number of !mal-only C U S ~ O M ~ ) ,  Global 

Crossing dm5 not u U z e  a customer's CPNJ in m e  categwry to sell s w i m s  in the other 

~atcgory  absent customer CQIIS~YI~. 

5. Glnbsl Crossing does not 11fili7e CPNI to identify or track calls made to 

competing service providers. 

Section 2007 lApprovnl required for use of CKNQ 

6 Global Crossing did not, during the m n t  period, use or rdy upon oral 

customer approval for the use of CPNl for which such appmvd is rqbired, 

7. 

E. 

Global Crossing does not have a n y  joint ~ ~ ~ i t u r c  partners. 

Global Crossing utilizes salcs agm~s to B Iirnited extent. The agcrscy 

agrecmcnts (1) requirt that the agents utilize CPNI only for lawful purposes, (2) disall~w 

the q m t s  fmm using allowiiag access tn or disclosing CPNI to any other party, mb (3) 

require thc agents to ensure the confidentiality of such information. 

Section 2008 Wotice rtquired for use ~f CPNI) 

9, Du~ing  the current period, Gl&al Crossing did not solicit customef 

approval for use of CPM OR an opt-aut basis. 

10. During the current period, GI~bal Crossing did utilize an g t - in  m e t b d  of  

obtaining approval for the use of CPNI for which cwtnrner authonxrtion i s  p m i # e d ,  as 

fQ110 WS 1 
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a. Globwl Crossing’s rctail customer agreements contain a CPNl 

provision (or form) that p m i t s  the customer, by checking the apprqyufe box, to permit 

or decline to permit Global Crossing to utilize that custamer’s CPNl for which such 

authorization i s  permitted, 

b. The provision specifies the types uf infwrnatim that cgnStitute 

CPNI. 

c. The provision described the s t g s  that the cristorner must take (e&, 

check the box) to grant w3r deny access to CPNI; clearly statcs fliat a dmial of ~ C E C S S  to 

CPNI wiLl not impact the provision of any services to whkh the customer subscribes; the 

provision is cornprehmsible and not misleading; clearly legible; of suffinent1y large 

type; and placed in an a m  readily apparent ta the customer, 

d. 

e. 

The pi=ovision has not been translated into a foreign language. 

The proirision does not contain any statwnmts attmptmg ta 

cncourqe a mstomcr to frocze third-party access to CPNI. 

1 1. Global Grossing did not, during thc cuwmt periold, utilize oral notification 

to obtain any limit&, one-time use of CPNI. 

Section 64.2009 (Safeaiard required for use of CPND 

12. Global Crossing, through its ethics policy and training, trains its personnel 

as ta when they may or may not. we CPNI. AH employees are required to take the ethics 

training and to cedi6 that they understand and will comply with Global Crossing’s ethics 

policy. Violations of the ethics policy BE subject to disciplinary measures up to and 

inciadmg tcminatim of employment. 



13. During the eurrcnt period, Gl~ba l  Crossing did not conduct any sales or 

marketing campaigns that u t h c d  customm’ CFNJ. 

Nctwork Securrty Aqreernent 

24. Glabal Crossing js  a par@ to a Network Security Agremmt with the 

Depa;rtmen# of HomeIand Security, the U.S. Department wf Justice, the FcdcraI Bureau of 

Tnvzstiption, and the U.S. Dcpartmear of  Defense. The Agreement was approved by this 

Commissioa on October 8, 2003 pursuant to an Dvdcr and A~tFtoricstio~t for transfer of 

control (DA-03-3 1213. The Agreement rcquires Global Crossing tw institute measures to, 

ijikr alia, "ensure that U.S. communications and pelatcd informahon are .wcure in order 

tu protect the  privncy of U.S. persons and tw enforce the laws of the UnIted Skates.’” T h e  

Agreement also rcqnircs Global Crossing t~ comply with the Commission’s CPNT rules. 

Through i t s  implemmtatim of the Agreemen& Global Crossing has implcmcntd various 

safeguards and measures, including enhanced background screening of pcrsonnd with 

access to CPKi as well as changes to our customer service processes md procdurcsl to 

ensure the i n t q 3 y  of CPNI and protect agairlst ‘>retexting” (an incidcnt described 

b e tow 3 .  

UTI wtho nz ed D i scl c) si1 r e  

15, Except as described abavc or under pracess; of law, Global Crossing does 

not disclose customers’ CPNI to third parties without obtaining the affccted Customer’$ 

consent. Global Crossing is aware of only 011e instance of unauthorized disclosure which 

was limited 201 a single customer. In this MSR the customer data of a wholcsale customer 
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located in Costa Rica was obtaincd through a c a I h  making multiple calls into a Global 

Crossing customer suppart center pasing as an executive of such ciastomcr. The caller 

was abIe to answer the customer’s smrit.y questions and mislead the rep~sentative into 

wetting the password of the cusfomer’s account on OUT customer wel) portal. The 

pimvasd was released to tlic Customer’s ernail, which the caller was able to receive hy 

setting up a fakc email B C C D U ~ ~  representing the customer. Once the callcr had: the new 

p a s b w d  they were able to access the web portal and download the customer’s billing 

 record^ including the; call detail recards. Global Crossing has instituted safeguards to 

prsvent muwences of such instsnces and has referred tlis instance: to the  appropriate 

Unitcd States law enrmcement agency. 

Dated: February 6,2004 
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